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1. Introduction

1.1. Présentation

Ce document présente le firewall PIX (Private Internet eXchange) de la société Cisco.

1.2. Historique

Sans objet.

1.3. Précisions sur ce document

Sans objet.

[image: image1.png]



Présentation

Ce firewall utilise la technique nommée "adaptive security algorithm" (ASA), qui est similaire à de la statefull inspection.

Voici ses caractéristiques (doc Cisco) :

· Cut-through proxy to allow both inbound and outbound Internet access based on industry-standard protocols such as TACACS+ and RADIUS 

· Support for over 16,000 simultaneous connections 

· Enhanced, easy-to-use Firewall Manager for configuring multiple Cisco PIX Firewall series 

· Support of Cisco IOS-style command-line interface 

· True Network Address Translation (NAT) as specified in RFC 1631 

· Port Address Translation (PAT) to further expand a company's address pool--one IP address supports more than 64,000 hosts, 16,384 simultaneously 

· For networks with registered IP addresses, nontranslation allows use of existing registered IP numbers 

· Filtering of potentially dangerous Java applets 

· Multiple login levels supported 

· Syslog Management Information Base (MIB) support 

· URL and FTP accounting to allow auditing of Web usage 

· Remote-procedure call (RPC) support 

· SYN Flood Defender-protects the host on the private network from denial of service attacks 

2. Exemple

# adresse IP externe et interne

ifconfig outside 234.123.213.3 netmask 255.255.255.0 link rj up

ifconfig inside 192.9.200.254 netmask 255.255.255.0 link rj up

# plage d'adresses externes pour la translation

global -a 234.123.213.11-234.123.213.254

# translation statique pour le smtp, ident, dns, web

static -a 234.123.213.19 192.9.200.19 tcp:234.123.213.2/32-25

static -a 234.123.213.20 192.9.200.20 tcp:204.31.1.0/24-119 tcp:163.179.0.0/16-53 tcp:0.0.0.0/0-80

# routeurs par défaut

route outside 234.123.213.1

route inside 192.9.200.19

# machine de logs

loghost 192.9.200.19

# telnets autorisés depuis ces machines

telnet 192.9.200.19

telnet 192.9.200.2

3. Conclusion

3.1. Couverture du sujet

A mon avis, ce résumé couvre 10% du sujet.

3.2. Thèmes non abordés

Sans objet.

3.3. Où approfondir ses connaissances
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